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Abstract: Aiming at the problems of high packet processing delay and high overhead caused by IP hopping, active de-
fense gateway system with multi-layer network deployment structure was designed and implemented based on the data
plane development kit (DPDK). Firstly, based on the DPDK fast forwarding framework, forwarding and processing per-
formance of the system were optimized. Secondly, for the dynamic random mapping gateway with three different types of
IP addresses, an efficient IP address allocation algorithm and an unpredictable IP address conversion algorithm were de-
signed. The experimental results show that the designed system can effectively reduce the rate of information acquisition
of sniffing attack, while greatly improving the processing delay caused by dynamic hopping.
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1) function VIP ALLOCATION

2)  iflen>MGW _LINK NUM

3) VIP « tail

4) hash_bucket < add(vIP)

5) return vIP

6) end if

7) else

8) VIP « current_IP

9) hash_bucket < add(vIP)

10) current [P « current IP + (1 << 3)
11) return vIP

12) end function

13) function RELEASE vIP

14) if release vIP
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17) end if
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4) end if

5) end for
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11) if hash table not exist IP

12) hash_table < add(size)

13) return I[P
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